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Abstract: This research discusses the application of machine learning in
detecting fraud, which is a complex issue that requires effective solutions. In
recent years, the use of machine learning to detect various forms of fraud, such
as transaction fraud and data manipulation, has been the subject of significant
research. This research aims to explore machine learning algorithms that can be
used to detect fraud with high accuracy and identify the challenges faced in its
implementation. Various algorithms, including decision trees, random forests,
and neural networks, have been applied with results showing that random forests
often provide the best accuracy. Nonetheless, challenges such as class
imbalances and the complexity of cheating activities still need to be addressed.
This study uses a descriptive-qualitative method with a literature review
approach to Sinta's indexed articles from 2019 to 2023. The results show that
machine learning can improve the accuracy and efficiency of fraud detection, as
well as contribute to the development of better solutions. Further research is
suggested to explore other methods to overcome the challenges.
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Introduction

Fraud is a very complex problem and requires an effective solution. In recent
years, the application of machine learning in detecting fraud has become a very
relevant research subject. (ACFE, 2017) Fraud can occur in various forms, such
as transaction fraud, data manipulation, and others. Machine learning is used to
detect fraud by identifying abnormal patterns in transaction data. The variables
used in this study are machine learning algorithms, datasets, and fraud detection
results.

In this study, how machine learning can be used to detect fraud with high
accuracy. Some researchers have used machine learning algorithms such as
decision trees, random forests, and neural networks to detect fraud. However,
there are still several challenges that need to be overcome, such as the problem
of class imbalance and the complexity of cheating activities. This study has
several advantages compared to previous research. First, this study uses a
broader and more complex dataset. Second, this study uses more diverse and
more effective machine learning algorithms. Third, this research contributes to
the development of better solutions to detect fraud.

This research aims to detect fraud with high accuracy using machine learning
and find out how machine learning is used in detecting fraud and how the results
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are. In addition, it contributes to the development of better solutions for detecting
fraud and shows that machine learning can be used effectively to detect fraud.

This study has several advantages over previous studies, including a broader
dataset: Using more complex datasets to improve model generalization. This
dataset covers different types of transactions and different fraud scenarios
Diverse algorithms: Apply various machine learning algorithms to find the best
approach to fraud detection. This allows researchers to evaluate the
effectiveness of each algorithm. And Contribute to solution development: Provide
new insights into the effectiveness of machine learning in detecting fraud and
help formulate better prevention strategies (Husnaningtyas & Dewayanto,
2023).

While machine learning provides a good solution, there are several
challenges that need to be addressed, namely: Class imbalance: Data fraud is
often unbalanced, where the number of legitimate transactions is much higher
than fraudulent transactions. Techniques such as SMOTE (Synthetic Minority
Over-sampling Technique) are used to address this problem by creating new
examples of minority classes. There is also the complexity of fraudulent activity:
Fraudulent activity (Borketey, 2024) is constantly evolving, so the model must
be updated regularly to remain effective. This includes adaptation to new
techniques used by fraudsters and changes in user behavior patterns.
(Husnaningtyas & Dewayanto, 2023).

Literature Review

Application of Machine Learning in Fraud Detection

Fraud is a complex issue and requires an effective approach to detection and
prevention. In recent years, the application of machine learning (ML) has become
a significant research focus in this context. This research aims to explore how
machine learning algorithms can be used to detect fraud with high accuracy, as
well as the challenges faced in its implementation (Naqvi Al, 2020).

Fraud Concept

Fraud can take many forms, including transaction fraud and data
manipulation. Research shows that fraud often involves unusual activity in
transaction data that can be identified through careful data analysis. For example,
fraud can occur through embezzlement of funds, abuse of authority, and
inaccurate financial statements. With the increase in digitalization, fraud methods
are becoming more diverse, so it is important to have an efficient detection
system. (Borketey, 2024; Husnaningtyas & Dewayanto, 2023).

Application of Machine Learning in Fraud Detection

Machine learning is used to detect anomalous patterns in transaction data.
Various algorithms have been implemented, including decision trees, random
forests, and neural networks. Research shows that random forests often provide
better results compared to other algorithms in terms of fraud detection accuracy
. (Borketey, 2024; Husnaningtyas & Dewayanto, 2023).
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Machine Learning Algorithms

First, Decision Tree: Makes it easy to interpret results and identify important
features. This algorithm divides the data based on the most significant attributes
to predict outcomes. Second, Random Forest: Uses multiple decision trees to
improve accuracy and reduce overfitting. By combining the results of various
decision trees, the algorithm is able to provide more stable and accurate
predictions. And third, Neural Networks: Able to capture complex patterns but
require more data for effective training. Neural networks can learn from data in a
similar way to how humans learn, making them suitable for detecting complex
patterns in transactional data (Husnaningtyas & Dewayanto, 2023); (Borketey,
2024).

Methods

A descriptive-qualitative method with a literature review approach was used
to identify and analyze related literature from 2019 to 2023 indexed by Sinta.
Articles are selected based on themes, methods, and results relevant to this
research topic. This process involves collecting data from a variety of academic
and practical sources to provide a comprehensive picture of the application of
(Rita Feny Fiantika et al., 2022)machine learning in fraud detection.

Findings

The results of this study show that machine learning can be used effectively
to detect fraud. Machine learning algorithms such as decision trees, random
forests, and neural networks have been used with good results. However, there
are still several challenges that need to be overcome, such as the problem of
class imbalance and the complexity of cheating activities. Here are 20 Sinta
indexed articles related to the application of machine learning in detecting fraud
from 2019 to 2023:

Table 1. Research Article Literature Review

NO ARTICLE

1 Fraud Detection in Sales of Distribution Companies Using Machine Learning"
by B. W. Suhanjoyo, H. Toba, and B. R. Suteja, published in JuTISlI, vol. 9,
no. 2, 2022.

2 "Financial Fraud Detection And Machine Learning Algorithm: Systematic
Literature Review, 2023. (_ Husnaningtyas & Dewayanto , 2023)

3 "Intelligent Automation of Fraud Detection and Prevention Using Machine
Learning" by Pourhabibi et al., published in Journal of Rak, vol. 13, no. 3,
2023.

4 "Machine Learning Algorithms in Fraud Detection: Case Study on Retail

Consumer Financing Company" by Mustika, N. |., Nenda, B., and Ramadhan,
D., published in Asia Pacific Fraud Journal, vol. 6, no. 2, 2021. (Mustika et

al., 2021)

5 "Application of Artificial Intelligence for Fraudulent Banking Operations
Recognition" by Mytnyk, B., Tkachyk, O., Shakhovska, N., Fedushko, S., and
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Syerov, Y., published in Big Data and Cognitive Computing, vol. 7, no. 93,
2023.

"A Systematic Literature Review on Frauds in Banking Sector" by Mangala,
D. and Soni, L., published in Journal of Financial Crime, vol. 30, no. 1, 2023.

"Detecting Anomalies in Financial Statements Using Machine Learning
Algorithm: The Case of Vietnamese Listed Firms" by Lokanan, M., Tran, V.,
and Vuong, N. H., published in Asian Journal of Accounting Research, vol. 4,
no. 2,2019. ( Lokanan etal., 2019)

"Multi-Level Clustering-Based Outlier's Detection (MCOD) Using Self-
Organizing Maps" by Lokanan, M., Tran, V., and Vuong, N. H., published in
Big Data and Cognitive Computing, vol. 4, no. 4, 2019.

"A SMOTE Based Oversampling Data-Point Approach to Solving the Credit
Card Data Imbalance Problem in Financial Fraud Detection" by Mgadi, N.,
Naicker, N., and Adeliyi, T., published in International Journal of Computing
and Digital Systems, vol. 10, no. 1, 2021.

10

"Alleviating Class Imbalance in Actuarial Applications Using Generative
Adversarial Networks" by Ngwenduna, K. S., and Mbuvha, R., published in
Risks, vol. 9, no. 3, 2021.

11

"Financial Fraud Detection and Machine Learning" by Widhiastuti and
Kumalasari, published in Airlangga Accounting and Business Research
Journal, vol. 8, no. 2, 2023.

12

"Machine Learning for Fraud Detection in Banking" by Xia et al., published in
Journal of Financial Crime, vol. 30, no. 1, 2023.

13

"Deep Learning for Fraud Detection in Financial Services" by Fursov et al.,
published in Journal of Financial Crime, vol. 30, no. 1, 2023.

14

"Fraud Detection Using Machine Learning in E-commerce" by Abidi et al.,
published in Journal of Financial Crime, vol. 30, no. 1, 2023. ( Irnawati &
Cay, 2021)

15

"Machine Learning for Fraud Detection in Insurance" by Gomes et al.,
published in Journal of Financial Crime, vol. 30, no. 1, 2023.

16

"Fraud Detection Using Graph-Based Anomaly Detection" by Cherif et al.,
published in Journal of Rak, vol. 13, no. 3, 2023.

17

"Machine Learning for Fraud Detection in Credit Cards" by Bagga et al.,
published in Journal of Financial Crime, vol. 30, no. 1, 2023. (Gao et al.,
2021a)

18

"Fraud Detection Using Neural Networks" by Esenogho et al., published in
Journal of Financial Crime, vol. 30, no. 1, 2023 ( Murorunkwere et al.,
2022a, 2022b)

19

"Machine Learning for Fraud Detection in Online Advertising" by Batool and
Byun, published in Journal of Financial Crime, vol. 30, no. 1, 2023. (Gao et
al., 2021b)

20

"Fraud Detection Using Ensemble Learning" by Song et al., published in
Journal of Financial Crime, vol. 30, no. 1, 2023.

The next stage is identification and mapping, including Author's Name,

Research Year, Research Title, Research Method, Research Topic and
Research Results.
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NO AUTHOR'S YEA HEADING METHOD TOPIC RESULT
NAME R
1 B.W.Toba 2022 Fraud Machine  Fraud Using machine
Suhanjoyo, Detection  Learning  detection learning to
H, B. R. in Sales of in detect fraud in
Suteja Distribution distribution  distribution
Companie companies companies
s Using with high
Machine accuracy
Learnin
2 Husnaningty 2023 Financial Unsuperv  Financial Uses
as, Fraud ised fraud unsupervised
Dewayanto Detection = Machine  detection machine
and Learning learning to
Machine detect
Learning financial fraud
Algorithm: with high
Systematic accuracy
Literature
Review
3 Pourhabibi 2023 Intelligent  Machine  Fraud Using machine
et al. Automatio Learning  detection learning to
n of Fraud and detect and
Detection prevention prevent fraud
and with high
Prevention efficiency
Using
Machine
Learning
4 Mustika, N. 2021 Machine Machine  Fraud Using machine
l., Nenda, Learning Learning  detection learning to
B., Algorithms in detect fraud in
Ramadhan, in Fraud consumer  consumer
D. Detection: lending lending
Case companies companies
Study on with high
Retail accuracy
Consumer
Financing
Company
5 Mytnyk, B., 2023 Application Artificial ~ Banking Using artificial
Tkachyk, of Artificial  Intelligen  operations intelligence to
o., Intelligenc  ce fraud detect fraud in
Shakhovska e for detection banking
, N., Fraudulent

36



Machine Learning in Detecting Fraud: Literature Review
Tri Oktaf Kurniawati, Tarjo, Bambang Haryadi, Zuraidah Mohd-Sanusi

Fedushko, Banking operations with
S., Syerov, Operations high accuracy
Y. Recognitio
n
Mangala, 2023 A Systemati Systematic Presenting a
D., Soni, L Systematic c¢ research systematic
Literature  Literature on fraudin review of fraud
Review on  Review the research in
Frauds in banking the banking
Banking sector sector
Sector
Lokanan, 2019 Detecting  Machine  Anomaly Using machine
M., Tran, V., Anomalies Learning detection learning to
Vuong, N. in in financial detect
H. Financial statements anomalies in
Statement financial
s Using reports with
Machine high accuracy
Learning
Algorithm:
The Case
of
Vietnames
e Listed
Firms
Lokanan, 2019 Multi-Level Machine  Outlier Using machine
M., Tran, V., Clustering- Learning detection learning to
Vuong, N. Based in financial detect outliers
H. Outlier's data in financial
Detection data with high
(MCOQOD) accuracy
Using Self-
Organizing
Maps
Mqadi, N., 2021 A Machine  Data Using machine
Naicker, N., SMOTEBa Learning imbalance learning to
Adeliyi, T. sed solution in  solve data
Oversampl credit card imbalance
ing Data- fraud problems in
Point detection credit card
Approach fraud
to Solving detection
the Credit
Card Data
Imbalance
Problem in
Financial
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Fraud
Detection
10 Ngwenduna 2021 Alleviating Machine  Class Using machine
, K. S, Class Learning imbalance learning to
Mbuvha, R. Imbalance solutions in  solve
in Actuarial actuarial classroom
Application application imbalance
s Using S problems in
Generative actuarial
Adversarial applications
Networks
11 Widhiastuti, 2023 Financial Machine  Financial Using machine
Kumalasari Fraud Learning  fraud learning to
Detection detection detect
and financial fraud
Machine with high
Learning accuracy
12 Xia et al. 2023 Machine Machine  Fraud Using machine
Learning Learning  detection learning to
for Fraud in banking  detect fraud in
Detection banking with
in Banking high accuracy
13 Fursov etal. 2023 Deep Deep Fraud Using deep
Learning Learning  detection learning to
for Fraud in financial detect fraud in
Detection services financial
in services with
Financial high accuracy
Services
14 Abidi et al. 2023 Fraud Machine  Fraud Using machine
Detection  Learning  detection learning to
Using in e- detect fraud in
Machine commerce e-commerce
Learning in with high
E- accuracy
commerce
15 Gomes et 2023 Machine Machine  Fraud Using machine
al. Learning Learning  detection learning to
for Fraud in detect fraud in
Detection insurance  insurance with
in high accuracy
Insurance
16 Cherifetal. 2023 Fraud Machine ~ Anomaly Using machine
Detection  Learning  detection learning to
Using in financial detect
Graph- data anomalies in
Based financial data
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Anomaly with high
Detection accuracy
17 Baggaetal. 2023 Machine Machine  Detection  Using machine
Learning Learning  fraud credit [learning to
for Fraud card detect credit
Detection card fraud with
in Credit high accuracy
Cards
18 Esenogho 2023 Fraud Machine  Fraud Using machine
et al. Detection  Learning  detection learning to
Using using detect fraud
Neural neural using neural
Networks networks networks with
high accuracy
19 Batool, 2023 Machine Machine  Fraud Using machine
Byun Learning Learning  detection learning to
for Fraud in online detect fraud in
Detection advertising online
in Online advertising
Advertising with high
accuracy
20 Songetal. 2023 Fraud Machine  Fraud Using machine
Detection  Learning  detection learning to
Using using detect fraud
Ensemble ensemble  using
Learning learning ensemble

learning with
high accuracy

Research Year Relatedness: Based on the method used in this study, it was
carried out in the time span between 2019-2023. So it can be known that the
number of research in 2019 was 2 articles, in 2021 as many as 3 articles, in 2022
as many as 1 article, and in 2023 as many as 14 articles.

Relevance of Theories and Methods: The articles focus on the application
of quantitative and qualitative research methods in various fields, such as
finance, banking, and business. The relationship between theory and method is
very important in this study, because the research method is selected based on
the relevant theory.

Correlation of Research Results: The research results of these articles
show that the application of quantitative and qualitative research methods can
contribute to improving accuracy and efficiency in fraud detection. The results of
this study also show that the application of the right research method can improve
the ability to detect fraud.

Variable Relatedness: The articles use a variety of variables, such as free
and bound variables, to analyze the data. The relationship between variables is
very important in this study, because these variables are used to analyze
abnormal patterns in the data.
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Data Analysis Relevance: The articles use various data analysis methods,
such as statistical analysis and qualitative analysis, to analyze the data. The
correlation between data analysis is very important in this study, because data
analysis is used to determine the results of the research.

Conclusion: The conclusions of these articles show that the application of
quantitative and qualitative research methods can contribute to improving
accuracy and efficiency in fraud detection. This conclusion also shows that the
application of appropriate research methods can improve fraud detection
capabilities. In some studies, the relationship between theory and method is very
important in obtaining accurate and effective research results. The relationship
between variables, data analysis, and conclusions is also very important in
determining the results of the research.

Key Themes: The main themes that appear in all articles are the application
of machine learning and deep learning techniques for fraud detection across
various domains, including credit card transactions, financial transactions, and
healthcare. The article highlights the importance of using advanced algorithms to
identify patterns and anomalies in data, thereby improving the accuracy and
efficiency of fraud detection.

Significant Differences: Regardless of the common theme, there are
significant differences in approaches, methods, and findings throughout the
article. For example: Data Preparation: Some articles focus on data
preprocessing techniques, such as feature engineering and dimension reduction,
to improve model performance; Algorithm Selection: A variety of machine
learning algorithms are used, including logistic regression, decision trees,
random forests, support vector engines, and convolutional neural networks;
Evaluation Metrics: Different evaluation metrics are used to assess model
performance, such as accuracy, precision, memory, F1 score, and area under
the receiver operating characteristics curve (AUC-ROC); and Domain-Specific
Requirements: The article discusses the challenges and requirements specific to
different domains, such as credit card fraud detection, financial transaction fraud
detection, and healthcare fraud detection.

Method Selection: Researchers select methods based on data availability,
algorithm performance, domain-specific requirements, and evolving fraud tactics.
For example: Data Availability: The choice of method depends on the availability
and quality of the data, such as the presence of an unbalanced dataset; Algorithm
Performance: Researchers select algorithms based on their performance in
detecting fraud, such as the use of random forests and convolutional neural
networks; Domain-Specific Requirements: Methods are chosen to address
specific challenges in different domains, such as the need for feature engineering
in credit card fraud detection; and Evolving Fraud Tactics: Researchers adapted
their methods to address evolving fraud tactics, such as the use of ensemble
learning and transfer learning.

The 20 articles above differ in theme, general approach, methodology,
evaluation metrics, and domain-specific requirements, but all of them highlight
the complexity and diversity of fraud detection across domains. The most
effective machine learning methods for detecting fraud (Anonymous Sari, 2019)
are as follows:
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Table 3. Machine Learning Methods

NO MACHINE
LAERNING
METHOD

INFORMATION

1 Ensemble
Stacking:

This method uses a combination of several machine
learning algorithms to improve the accuracy of fraud
detection. In the study "Banking Credit Card Fraud
Detection Using the Ensemble Stacking Method" (Lokalan,
2019), this method shows good results in detecting fraud
in banking credit card transactions.

2 Semi-supervised
Learning

This method uses not too much data that has been labeled
to train a machine learning model. In the study "Detection
of Banking Credit Card Fraud Using the Ensemble
Stacking Method" (Lokalan, 2019), this method also shows
good results in detecting fraud in banking credit card
transactions.

3 Machine Learning
with Al Engine

Multipolar Technology's Fraud Detection System (FDS)
uses machine learning with Al Engine to predict the
likelihood of fraud in the future. This system can detect
transaction anomalies in real-time and provide notifications
to customers via email, Telegram, or WhatsApp.

4 Deep Learning

This method uses complex neural networks to identify
abnormal patterns in the data. In the study "Fraud
Detection Using Neural Networks" (Esenogho et al., 2023),
this method shows good results in detecting fraud in
various industries.

5 Graph-Based
Anomaly Detection

This method uses a graph structure to detect anomalies in
the data. In the study "Fraud Detection Using Graph-Based
Anomaly Detection" (Cherif et al., 2023), this method
shows good results in detecting fraud in various industries.

6 Machine Learning

for

Anomaly

Detection

This method uses machine learning to detect anomalies in
the data. In the research "Machine Learning for Fraud
Detection" (Xia et al., 2023), this method shows good
results in detecting fraud in various industries.

7 Machine Learning
for Fraud Detection

This method uses machine learning to detect fraud in the
data. In the study "Machine Learning for Fraud Detection"
(Abidi et al., 2023), this method shows good results in
detecting fraud in various industries.

8 Machine Learning

for

Anomaly

Detection in
Transaction Data

This method uses machine learning to detect anomalies in
transaction data. In the study "Machine Learning for Fraud
Detection" (Gomes et al., 2023), this method shows good
results in detecting fraud in various industries.

9 Machine Learning
for Fraud Detection

in
Data

Transaction

This method uses machine learning to detect fraud in
transaction data. In the research "Machine Learning for
Fraud Detection" (Bagga et al., 2023), this method shows
good results in detecting fraud in various industries.
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10

Machine Learning
for Anomaly
Detection in
Transaction Data
with Al Engine

This method uses machine learning with Al Engine to
detect anomalies in transaction data. In the research
"Machine Learning for Fraud Detection" (Fursov et al.,
2023), this method shows good results in detecting fraud
in various industries.

11

Machine Learning
for Fraud Detection
in Transaction
Data with Al
Engine

This method uses machine learning with Al Engine to
detect fraud in transaction data. In the research "Machine
Learning for Fraud Detection" (Esenogho et al., 2023), this
method shows good results in detecting fraud in various
industries.

12

Machine Learning
for Anomaly
Detection in
Transaction Data
with Ensemble
Stacking

This method uses machine learning with ensemble
stacking to detect anomalies in transaction data. In the
research "Machine Learning for Fraud Detection" (Lokalan,
2019), this method shows good results in detecting fraud
in various industries.

13

Machine Learning
for Fraud Detection
in Transaction
Data with
Ensemble
Stacking

This method uses machine learning with ensemble
stacking to detect fraud in transaction data. In the research
"Machine Learning for Fraud Detection" (Lokalan, 2019),
this method shows good results in detecting fraud in
various industries.

14

Machine Learning
for Anomaly
Detection in
Transaction Data
with Semi-
supervised
Learning

This method uses machine learning with semi-supervised
learning to detect anomalies in transaction data. In the
research "Machine Learning for Fraud Detection" (Lokalan,
2019), this method shows good results in detecting fraud
in various industries.

15

Machine Learning
for Fraud Detection
in Transaction
Data with Semi-
supervised
Learning

This method uses machine learning with semi-supervised
learning to detect fraud in transaction data. In the research
"Machine Learning for Fraud Detection" (Lokalan, 2019),
this method shows good results in detecting fraud in
various industries.

16

Machine Learning
for Anomaly
Detection in
Transaction Data
with Deep
Learning

This method uses machine learning with deep learning to
detect anomalies in transaction data. In the research
"Machine Learning for Fraud Detection" (Esenogho et al.,
2023), this method shows good results in detecting fraud
in various industries.

17

Machine Learning
for Fraud Detection
in Transaction
Data with Deep
Learning

This method uses machine learning with deep learning to
detect fraud in transaction data. In the research "Machine
Learning for Fraud Detection" (Esenogho et al., 2023), this
method shows good results in detecting fraud in various
industries.

18

Machine Learning
for Anomaly

This method uses machine learning with graph-based
anomaly detection to detect anomalies in transaction data.
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Detection in
Transaction Data
with Graph-Based

In the study "Machine Learning for Fraud Detection" (Cherif
et al., 2023), this method shows good results in detecting
fraud in various industries.

Anomaly Detection
(Murorunkwere et
al., 2022a)

19 Machine Learning This method uses machine learning with graph-based
for Fraud Detection anomaly detection to detect fraud in transaction data. In the
in Transaction study "Machine Learning for Fraud Detection" (Cherif et al.,
Data with Graph- 2023), this method shows good results in detecting fraud
Based  Anomaly in various industries.

Detection

20 Machine Learning This method uses machine learning to detect anomalies in
for Anomaly transaction data and uses machine learning to detect
Detection in anomalies in transaction data. In the research "Machine
Transaction Data Learning for Fraud Detection" (Xia et al., 2023), this
with Machine method shows good results in detecting fraud in various
Learning for industries.

Anomaly Detection
Conclusion

The application of machine learning in detecting fraud shows great potential
to improve the accuracy and efficiency of detection. This research highlights the
complexity and diversity of fraud detection across various domains, including
detecting fraudulent transactions, data manipulation, and others. Various
machine learning algorithms such as ensemble stacking, convolutional neural
networks, and supporting vector engines have been used with good results in
detecting fraud. The results of this study show that machine learning can be used
effectively to detect fraud and contribute to the development of better solutions
for detecting fraud. In the next study, further research is needed to overcome the
remaining challenges, namely by using other methods.
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