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INTRODUCTION

The development of technology has affected every aspect of life, including
businesses that have always had every way to promote the trade of both goods and
services to be recognized in a wider scope. In this case, the development that has
been carried out in realizing the promotional goals is the development of an "Online"
trading system or often called "e-commerce" to facilitate access to the remote trading
system, minimizing the use of paper as a medium of transactions and a medium of
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agreement or coordination. Online purchase refers to the transaction process that
occurs between the seller and the buyer on the website (Wantara, Suryato. 2023).

The rapid growth of the "Online" trading system will also affect the potential
risks that will arise. Everything managed by the system will have a weak side where
it is the state's liability for the incident that has occurred. Currently, the most common
case is the rampant leakage of customer or e-commerce user data, which is
generally caused by negligent or weak security systems. The incident has a negative
impact on consumers, where consumers are targeted to potentially receive product
offers, services, or information from sellers. In addition, in making transactions,
consumers are required to register, transact, and pay, which requires the input of
confidential personal data (Rohmah, 2022). So that potential consumers become
victims and as the party who feels the most unlucky and rarely gets satisfactory
compensation to overcome data that has been leaked and has been widely spread.
In addition, potential consumers are also internet users who use the internet to
communicate and make transactions, sell goods, do business, and work (Andriani.
et al, 2022).

All risks and incidents that occur are the state's obligation to make
regulations to reduce data leakage and improve cybersecurity in the e-commerce
system. Factually speaking, the government has tried to form regulations related to
cyber security which are regulated in Law Number 11 of 2008 concerning Electronic
Information and Transactions Jo. Law Number 19 of 2016 concerning Amendments
to Law Number 11 of 2008 concerning Electronic Information and Transactions (UU
ITE), Government Regulation Number 71 of 2019 concerning the Implementation of
Electronic Systems (PP PSTE), Law Number 27 of 2022 concerning Personal Data
Protection. The regulations that have been formed do not allow the risk of data
leakage to not occur again because it only includes sanctions for risks that have
occurred with the intention of harming many parties. The era of globalization has
always been marked by rapid changes in overall economic conditions which have
caused a number of demands to arise in response to the changes that occur
(Safrizal. et al, 2020).

Much needs to be improved on regulations to strengthen the security system
in e-commerce. In an increasingly advanced era, the improvement of systems and
technology from year to year continues to be improved to be more sophisticated,
knowing the responsible party is not enough but there needs to be regulations that
do regulate the improvement of security systems rather than the implementation of
e-commerce electronic systems so that all risks do not occur again. Based on the
background discussed, it can be formulated how to regulate data leaks and
cybersecurity in online commerce (e-commerce) in Indonesia? and what solutions
can be done to improve the cybersecurity of e-commerce online commerce in
Indonesia?

LITERATURE REVIEW
1. Cyber Security

Cybersecurity is derived from the United Kingdom words "Cyber" and
"Security", which are etymologically defined and commonly known as the scope of
cyberspace, the internet, or information technology (IT). Cybersecurity serves to
address, detect, find, counteract, or minimize the level of risk to disruptions, cyber
threats, and cyberattacks. In addition, it also includes all cyber technology activities
that can threaten the security of all components in cyber systems, including
hardware, software, data/information, and infrastructure (Siagian et al., 2017).
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One form of cybercrime activity involves aspects of negative content, which
can be grouped into several categories, namely: 1) violations of the confidentiality,
integrity, and availability of data and computer systems; 2) computer-related
breaches; 3) content-related violations; and 4) copyright infringement (Siagian et al.,
2017).

2. Online Commerce (E-commerce)

In the era of globalization which is marked by the rapid advancement of
information technology, the development of entrepreneurial marketing strategies that
are able to reach all consumers in various parts of the world is needed, especially
through the use of internet marketing or E-Commerce. Easy access to information
provided by internet media is increasing, supported by the growth of adequate
infrastructure (Moor et al., 2009). Rahmanti (2009) Electronic Commerce or e-
commerce can be defined as a marketing system that uses electronic media. E-
commerce involves the distribution, sale, purchase, marketing, and service of
products through electronic systems, such as the internet or in other forms of
computer networks. Internet marketing brings five major advantages to companies
that adopt it. First, both large and small companies can apply it. Second, there are
no physical limitations in the advertising space compared to print and broadcast
media. Third, access and retrieval of information is very fast compared to express
mail or even fax. Fourth, the site can be accessed by anyone, anywhere, and
anytime. Fifth, the purchasing process can be carried out faster and independently
(Kotler in Widodo, 2002). Digitalization gives greater power to customers and makes
business people think about how to win the market (Jannah, 2021).

3. Data Protection

The protection of personal data is considered part of efforts to protect human
rights. Therefore, regulations related to the right to privacy related to personal data
are a form of recognition and protection of human rights. In the context of
international relations, Indonesia is expected to meet the demands of data and
personal information protection, which can support the smooth running of
transnational trade, industry, and investment (Hukum, 2020).

RESEARCH METHODS

The method applied in this study is a qualitative descriptive method.
Sugiyono (2016) emphasized that qualitative research methods are used to
investigate the natural conditions of objects, where researchers play the role of the
main instrument. Nazir (2014) explained that descriptive research focuses on
analyzing the status of a group of people, objects, conditions, thought systems, or
current events with the aim of producing a systematic, factual, and accurate
description of the facts studied. Sukmadinata (2011:73) stated that qualitative
descriptive research aims to explain and describe existing phenomena, both natural
and man-made, with an emphasis on characteristics, quality, and linkages between
activities.

This research is conducted with the aim of gathering up-to-date and detailed
information, identifying problems, conducting comparisons or evaluations, and
determining the steps taken by others in dealing with similar problems, in the hope
of learning from their experiences to plan and make decisions in the future. Thus,
qualitative descriptive research only focuses on describing the response to the
situation, event, or phenomenon that occurs, without requiring the explanation of
causal relationships or hypothesis testing.
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The data collection method applied in this study is a literature review, where
data sources are obtained from scientific writings such as articles and journals.
According to Marzuki (2017), data collection techniques using library research or
literature review involve primary legal materials, secondary legal materials, and
tertiary legal materials. The applied data analysis approach is a qualitative analysis
technique, where all the secondary data collected will be systematically arranged,
categorized based on identified themes and patterns, and interpreted to understand
the meaning of the data in a social context. The interpretation process is carried out
from the researcher's perspective (Diantha, 2017).

RESULTS AND DISCUSSION

Along with the rapid advancement of time and technology, the presence of
the internet has become ubiquitous among the global population. The internet
facilitates access to anything according to the wants and needs of its users. One of
the technological advances or convenience for internet users is access to e-
commerce. The buying and selling process, which was previously limited to
conventional methods, can now be done electronically through an internet platform.
According to Statista Market Insights data, the number of e-commerce users in
Indonesia reached 178.94 million people in 2022. This figure represents an increase
of 12.79% compared to the previous year which experienced an increase of only
158.65 million users. Looking at current trends, e-commerce users in Indonesia
continue to grow, with the number projected to reach 196.47 million users by the end
of 2023. This figure is expected to continue to increase in the next four years.

The existence of the buying and selling process in e-commerce is certainly
inseparable from online transactions to fulfill the buying and selling process. Bank
Indonesia (BI) noted that in 2022, the value of e-commerce transactions in Indonesia
reached IDR 476.3 ftrillion. This data comes from 3.49 billion transactions that
occurred on e-commerce platforms during the previous year. Future projections also
show a tendency to increase the value of e-commerce transactions in the coming
years.

According to the scientific journal "The Utilization of E-commerce in the
Business World" by Irmawati (2011), Electronic Commerce, commonly known as E-
commerce, is the process of buying and selling or exchanging products and services
carried out through internet media. The scope of E-commerce is not limited to
business or trade activities but also involves other sectors such as banking services
to customers, fintech industry, tourism sector, labor recruitment, and insurance. As
an innovation, fintech makes it easier for customers to transact, for example e-money
(Purnomo et al, 2021).

The convenience experienced in various sectors is not free from possible
risks in the implementation of systems and security guarantees. The state plays an
important role in making regulations for personal data protection and cybersecurity.
In Indonesia, the government has adopted several regulations related to
cybersecurity and personal data protection in the context of e-commerce. This
regulation aims to protect consumers, companies, and personal data from potential
risks of data leakage and misuse. There are several regulations governing
cybersecurity and data protection in Indonesia, including:

a. Law Number 11 of 2008 concerning Electronic Information and Transactions
(UU ITE). This law serves as a legal framework that covers legal and criminal
aspects in the use of information technology, including online commerce or e-
commerce. In the context of e-commerce, the ITE Law provides a legal basis
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for all actions against cybercrime, including data breaches. On April 29, 2008,
this law was enacted as the first cyber law in Indonesia.

b. Government Regulation of the Republic of Indonesia Number 82 of 2012
concerning Electronic Systems and Electronic Transactions. This regulation
provides guidelines on the security of electronic systems and transactions. It
covers the cybersecurity aspects that e-commerce service providers need to
consider to protect customer data and transactions.

c. Government Regulation of the Republic of Indonesia Number 71 of 2019
concerning the Implementation of Electronic Systems and Transactions. This
regulation further regulates the implementation of electronic systems and
transactions, including security requirements and personal data protection.

d. Regulation of the Minister of Communication and Information Technology
Number 20 of 2016 concerning the Protection of Personal Data in Electronic
Systems. This regulation establishes standards for the protection of personal
data, including in the context of e-commerce. This entails processing personal
data with specific security standards and mandates notification to the relevant
authorities in the event of a data breach.

e. Security Protection Policy. In addition to specific regulations on cybersecurity
and personal data, there are also aspects of consumer protection in consumer
laws that apply in Indonesia. This protection includes the consumer's right to
the privacy and security of users' personal information.

Regulations set by the states or governments mentioned above serve as a legal
basis for engaging e-commerce managers in maintaining cybersecurity and data
protection. However, laws remain laws, and regulations remain regulations, each
with inherent weaknesses in their implementation. For example, in the ITE Law,
which became the first cyber law in Indonesia. Despite the comprehensive
provisions in the Electronic Information and Transactions Law on cybercrime and
data breaches, some articles are considered insufficient in addressing these issues.
This can make it difficult for law enforcement in the ever-evolving cybersecurity
landscape.

In addition, certain provisions in the Electronic Information and Transactions Act
impose seemingly severe penalties, including lengthy prison sentences and hefty
fines. This can instill excessive fear and increase the risk of abuse of the law.
Although there are regulations related to the protection of personal data, the main
focus of the Electronic Information and Transactions Law is on cybercrime in
general. This can result in less detailed and less stringent personal data protection
regulations. Some of the terms in the law are also ambiguously defined, which leads
to diverse interpretations and legal uncertainty, especially when dealing with
cybercrime and data breach cases.

Unbeknownst to you, due to the rapid advancement of technology, the Electronic
Information and Transaction Law may not immediately accommodate issues that
arise in the realm of cybersecurity. This creates legal loopholes or an inability to
respond quickly to new threats. It can also be said that the Law on Electronic
Information and Transactions is inadequate in providing clear and focused
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guidelines or regulations on the obligation of companies to report cybersecurity
incidents to the relevant authorities or affected parties.

Laws and regulations are not static entities; They continue to evolve with the
advancement of time and technology. This applies to regulations governing
cybercrime and data breaches. Despite existing regulations such as the Electronic
Information and Transaction Law and the aforementioned ones, the legal landscape
in Indonesia cannot turn a blind eye to the realities on the ground that show the dire
consequences of rapid technological advancement. This causes irresponsible
individuals to become increasingly adept at exploiting existing regulations.

In existing regulations or laws, there is a lack of specificity in detailing good and
appropriate security standards, thus minimizing the possibility of data breaches and
cybercrimes. However, to prevent data leaks and preserve information, especially in
the context of online commerce (e-commerce), there are several regulations and
security standards that can be adopted, including:

a. ISO/IEC 27001: an international standard for information security management.
This standard provides a framework for identifying, managing, and mitigating
information security risks, including aspects related to e-commerce.

b. GDPR (General Data Protection Regulation): an EU regulation that provides
personal data protection for EU citizens. Although it is not an Indonesia
regulation, many e-commerce companies handle customer data in accordance
with the GDPR.

c. Regulation of the Minister of Communication and Information Technology
Number 20 of 2016 concerning the Protection of Personal Data in electronic
systems: This regulation covers aspects of personal data protection and
provides guidance on the safe management of personal data in electronic
systems.

d. BSI Cybersecurity Framework (BSI-CSF): a cybersecurity framework
developed by the British Standards Institution (BSI). It offers guidance on
implementing cybersecurity measures in an organization.

e. Implementation and Security Monitoring of SHA and AES Encryption Algorithms
for User Data Applications on Servers: Using these algorithms helps to improve
security for personal data protection and system security, making them less
vulnerable to hacking attempts.

These regulations and standards play a crucial role in building a solid foundation for
ensuring the security and integrity of electronic transactions, especially in the field of
e-commerce. Adopting and implementing these measures can contribute
significantly to minimizing the risks associated with data breaches and cyber threats.

CONCLUSION

Technological advances must be accompanied by adequate regulations. Over time,
technological advancements have led to the emergence of new forms of cybercrime
in cyberspace, where individuals can obtain information and engage in cybercrime
activities. The existing regulations in Indonesia that currently deal with cybercrime
and data breaches appear to have weaknesses or shortcomings as they do not
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specifically outline good and appropriate security standards, ensuring that e-
commerce users can collectively feel safe and comfortable. Therefore, it is proposed
to enact regulations regarding cybercrime and data breaches related to specific and
detailed standards for good and decent security. This is aimed at minimizing the
occurrence of cybercrime and data breaches.
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